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Background

What isElectronicInteligence (ELINT)?ELINT isinformation
derived primarily from €electronic signals that do not contain
speectlor text (which areconsidered”OMINT).

It is divided into major branchesOne branchis Technical
ELINT (TechEUNT), which describesthe signal structure,
emissioncharacteristicsmodesof operation,emitter functions,
and weaponssystemsassociationof such emitters as radars,
beaconsjammersandnavigationakignals.

A main purposeof TechELNT is to obtainsignalparameters
which can define the capabilities and the role that the emitter
playsin thelarger system, such asaground radar locating aircraft,
and thus lead to the design of radar detection, countermeasure,
or counterweapons equipment. The overall process induding
operationof the countermeasureis, part of electronicwarfare.

Anothermajorbranchis OperationaELINT (OpELNT), which
concentrates on locating specific ELINT targets and determining
theoperational patternsof thesystems. Theseresultsarecommonly
called ElectronicOrder of Battle (EOB). OpELINT also provides
threatassessmentsitenreferredo as“tactical ELINT.” OpELINT
intelligence products support military operational planners and
tacticalmilitary commandersn the battlefield.

A former third magjor branch of ELINT is the collection,
processng, and reporting of foreign telemetry signals intelligence
(TELINT). TELINT is techncal and intelligerce information
derived from the intercept, processng, and analysis of foreign
telemetry. At one time Telemetry Intelligence was considered
a branch of ELINT since TELINT (later to be called FISNT —
Foreigninstrumentatiorsignalsintelligence)activities areclosely
relatedto TechELNT proceduresand were conductedby all of
the Departmenbof DefensgDoD) military departmentsTELINT
isacritical source of performance information on foreign missles



and space vehicdes while they are being developed and tested.
TELINT can also provide much operational information on foreign
satellites and space vehidles.

Electroniclntelligence (ELINT) at theNational Security Agency
(NSA) did not havean easystart.\WWhenNSAwasformedin 1952,
considerationrwasgivento including ELINT aswell as COMINT
as part of NSA's charter. It is widely believed that Lieutenant
General Ralph Canine, USA, Director of NSA at that time, felt
that managing the DoD COMINT efforts would be enough of a
challenge for NSA. This attitude toward ELINT was shared by the
DoD miilitary departments—nonewanted NSAto manage ELINT;
each department was very content to manage its own interestsin
ELINT.

Department of Defense ELINT, however, was as much in nead
of coordinationand managemenas COMINT. In particular,the
effort badly neaded a cohesive signal analysis and processng
effort.
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Lieutenant General Ralph Canine, USA,
first Director of NSA
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TheStartof ModernELINT

ELINT hadits startin World War Il with the inventionand
use of radar by the Allies and the Axis. The initial Allied ELINT
efforts were started by the British; they are described in the book
The Secret War by Dr. R. V. JonesThe US Army Air Forceshad
akea interest in ELINT since most of the German radars at the
timewere used to target Allied bombers over Germany, and theair
forceswantedto knowasmuchaboutthemaspossible—including
how to evade, “jam,” or “spodf” the radars.

During WWII theUSmilitary departmentsall used ELINT very
effectively against German ground radars and against Japanese
airborne shipborneandsubmaringadars Oneof the early 1943
Army Air ForceELINT missionswasflown by a B-24 over Kiska
Isand in the Aleutian Idands to electronically map the Japanese
radarsthenon the island.In 1944 large numbersof B-24swere
outfittedwith ELINT receiversyhichwereusedto guidejamming
of the Germangroundradarsin Europe.

Soonafter WWII, the USAF in Europe (USAFE) embarked
on an aggessve TechELINT and OpELINT program, including
establishing a solid and expansive cooperative program with
severaNATO partners.

In 1952 the US DoD set up the Army-Navy Electronics
EvaluationGroup (ANEEG) to be housedat the Naw’s Nebraska
Avenue Naval Security Station (NSS) — by coincidence the
headquartersof NSA at thetime—staffed with about thirty people.
The ANEEG had only informal coordinating coll ection powers, but
it wasbothacentralizedanalysigpoint for processingndanalysis
of ELINT intercepts and a focal point for coordination of difficult
ELINT analyticproblems.

In 1955, as ELINT processng problems grew, ANEEG was
redesignated the National Technical Processng Center (NTPCO),
under the USAF Air Saff, and administratively was designated



Naval Security Station (NSS) at Nebraska Avenue in
Washington, DC, home of the NTPC

AFCIN-Z; it washoused in Building 20 at theNaval Security Sation

in WashingtonDC. In additionto Army and Naw participation,
the NTPC had key participants from the USAF and from the CIA.
CIA at that time wasoperatingthe U-2 airbornereconnaissance
program,andit led the integrationof U-2 datainto NTPCsignal
processingefforts. The U-2 had ELINT signalcollectionpackages
aswell asphotographisensors.

Directionfor NSAto ManageDoD ELINT

Starting in 1954, a number of presidential-level committees
recommendedhat ELINT be brought under NSA's purview.
Both the Mark Aark Subcommittee of the Hoover Commisson
in 1954 and the William O. Baker Committee in 1957 made
such a recommendation. Dr. Baker was a major influence in
having US ELINT efforts managedoy NSA. Strongly backedby
PresidentEisenhowerthe Baker Committee’sefforts culminated
in the issuance of National Security Council Intelligence Directive
(NSCAD) No. 6, “Communications Intelligence and Electronics
Intelligence,”in early 1958.



NSCID No.6 gave NSA many
ELINT powers. Within DoD it was
implemented in early 1959 by an
updated 1955 DoD Directive S-3115.2
and focusel DoD top managenent
review within DDR&E, soon to be
headedby Dr. Eugend-ubini,astaunch
supporter of ELINT and of having NSA
manage DoD ELINT. It gave NSA (with
certain exceptions) “operational and
technicalkontrol” of all USDoD ELINT
activities. The directive made it quite
dear that the Joint Chiefs of Staff,
component commanders, and the
military departmentandservicesvere

Dr. William O. Baker 1O fully support these NSA-managed
ELINT activities.

ELINT ManagemenBeginsat NSA

One of the first actions taken in response to the DoD ELINT
directive in March of 1969 was to incorporate the National
TechnicalProcessingCenterinto the NSA Collection and Signal
Analysis(COSA) organization asthe“Non-communicationsSgnals
Analysisand Processindivision.” By 1959,NTPChadabout100
people. Thissignal processng and analysis group formed the core
of the NSA effort at thattime.

Someofthe DoD military departmentandcombatcommands
werenot greatly enthusiastic about NSA's new responsibilities, and
asaresult many management problems and eff ective coordination
procedures developed. The Strategic Air Command (SAC) was
long accustomedo doing ELINT businesstheir way;” which was
tailoredto fulfill their mission.SACsoondevelopeda productive
andcooperativesetof arrangementwith NSA.



NSA Fort Meade complex in the 1960s

SAC had an extremey active ELINT program using RB-47
aircraft (the reconnaissance version of the B-47 bomber) to probe
Soviet aircraft defensesin order to get information to protect SAC's
flea of B-52 bombers. All of the SAC B-52s were soon protected
with “radarwarningreceivers’basedn ELINT information.

In 1960, two major overseas
ELINT procesing centers
becane integral pars of the
overall DoD ELINT structure
NSA developed. These centers

processd and analyzel data *

primarily from the US military
departments’ ELINT collection
assts. |n 1974 the USAF Europe
sponsored programs with
NATO partners and was fully
integrated into the NSA system.
Later this effort was combined
with the NSA engineeging
supportoffice in Europe.

Now-closed STONEHOUSE
deep space TELINT facility




NSA built and deployed—or sponsored—manyELINT and
TELINT signal collection systemsduring the 1960s.A ring of
sophisticategystemsvasdevelopedainddeployedn the TELINT
areato gather information on the missle development and space
activities of the Soviet Union.

Sincethe early 1960s,NSA hadbeena participantin the NRO
and US Navy-led GRAB and POPPYefforts to collect ELINT on
Soviet air defense radar signals
from an orbiting satellite.
Intelligence from GRAB and
POPPY provided the location
and capabilities of Soviet radar
sites and ocean sureillance
information to the USNavy and
for use by the USAF. This effort
provided significant ELINT
support to USforcesthroughout
thewarin Vietnam.

One of NSA's new
responsibilities was to prepare S : §
a National ELINT Plan (NEP) Early GRAB satellite for
in coordination with the ELINT  ELINT signal collection from
community at that time. The groundradars
first plan was completed in 1963
under NSA leadershipwith the participationof the US military
departments, the Joint Chiefs of Staff (JCS), DIA, and G A. Severa
plansfollowed.
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Another response by NSA related to the expansion of NSA
ELINT responsibilitiesvasthe creationin 19670f a specialgroup
called DAGER, the Director’'s Advisory Group on ELINT and
Reconnaissance. It wasasmall group headed by Mr. Charles Tevis,
who originatedthe ideaandwasa strongproponenteandtechnical
leader of NSA's stewardship of ELINT.



In the late 1960s during the Vietnam War, ELINT played
a maor role many military airplanes were outfitted with
warningreceiversand jamming equipmentto counterthe North
Viethamese antiaircraft guns and surface-to-air missle sites
providedto North Vietnam by the Souets. This radar warning
and assocdiated jamming equipment significantly reduced US
aircraft losses.One of the key aircraft usedwas the Navy A-3
SKYWARRIOR, which could be aircraft-carier-based. When
configured for electonic warfare, it was designatedEA-3B.

EA-3B ELINT and electronic warfare
aircraft

The EA-3B was particularly effective against the
Soviet-built SA-2 surface-to-air missle systems which
targeted US fighters and bombers over North Vietnam.

The EA-3Bs remainedin serviceuntil the early 1990sand
served around theworld as ELINT and €ectronic warfare aircraft;
they were based on land and on carriers. The aircraft were used
in the 1991 Gulf War and helped target Iragi antiaircraft missle
systemsfor alied air-to-ground missle destruction.

Intheearly 1970sajoint National Reconnaissance Organization
(NRO) and NSA fiddd ELINT processng center was opened.
This joint effort addel NSA's expertise in signal processing
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and its reporting responsibilitiesto NRO activities, provided
many collectionand processingadvantagesandimprovedtimely
reportingof NRO collectionresults.

Expansiorof NSAELINT Responsibilities

In 1971 the Collection and Sgnals Analysis organization,
elemrents of the Reseacth and Dewlopmemn organization
and other SIGINT operationalelementsmergedto form the
“Electronic Inteligence and Systems Management Group.” This
group provided a good institutional basefor NSA to manage
ELINT, incdluding coll ection activities and the development of new
collection and processng systems for ELINT efforts. Smilarly,
it created a cohesive way to develop the ELINT portion of the
Combined Cryptologic Program (CCP) program and budgets with
the DoD military departments. One of the offices in the group
concentrated on TechELINT, one on OpELINT, and one on
TELINT.

TELINT attained its status as a separate“INT” in 1971with the
publicationof the revisedDoD Directive 510020, whichgaveNSA
its updatedcharter. TELINT activities were focusedin the NSA
organization as the Advanced Weapons and Space Systems Office
within the newgroup.

By the early 1970sNSA had completeda network of ground-
based foreign telemetry collection facilities and worked with the



DoD military departments and services to develop aircraft and
shipborne TELINT signal collection facilities.

National Security Council
Intelligence Directive No.6
was updated in 1972 and
retitled “Sgnals Intelligence
(SIGINT).” This directive
gave NSA even more ELINT
powers. Based on NSCID
6 concepts, SIGINT within
DoD had been implemented
by Department of Defense
Directive 5100.20, issueal in
1971 and commonly referred
to as the “NSA Charter’
The DoD Directive charged
NSA with the responsibility
of managing SIGINT within
DoD and specifically defined
S GINT asincduding COMINT,
ELINT, and TELINT. As
previously mentioned, the
term TELINT has falen into
disuse and has been replaced
by the termm FISINT, which
includes telemetry, missle and
satellite command signals, and
beacons.

TELINT signal collection
position in early 1970s

During the Cold War years,NSA continuedto sponsor—or
participate with the DoD military departments, the National
Reconnaissanc®ffice, and the CIA in — the developmentof
sophisticatedignalcollectionequipmenfor targetsignalsto keep
pacewith the ever-changingechnologyof thosesignals.

OneofthepremietELINT datacollectionplatformssamodified
US Air Force RC-135Uaircraft. The primary function of these
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Now-closed 1970s missile and space TELINT facility

TechELINT specially configured aircraft is ELINT reconnaissance
and surveillance. They collect, analyze, and sometimes locate
foreign target electionic sigrals to help detemine detailed
operating characteristics and capabilities. They have been in
operation, with a continuing series of advanced configurations,
sincel964.

Modified RC-135U advanced ELINT airborne collection
platform
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Anotherlong-time ELINT collectionplatformis the US Army
GUARDRAIL aircraft. This aircraft is configured to locate enemy
fire controlradarsandthusprovideOpELINT. Theaircraftcanfly
near or over abattlefield and communicatedirectly with Army and
Air Forceunits. The GUARDRAIL collectionandrelatedanalysis
and reporting efforts have sened in conflicts starting with the
VietnamWar throughDESERTSTORMIn 1991.

RC12 GUARDRAIL COMINT and ELINT collection platform

During the Cold War many technological advances were made
in ELINT coll ection and analysis equipment. These advances made
increased capabilities possble with more reliable configurations
and by consuming lesselectrical power. As the “state-of-the-art”
of foreign radar and other electronic equipment advanced, ELINT
receivers had to kegp pace. One such receiver, developed in the
1970s for both ground site and airborne use, was the QRC-259.
Somethirty to forty receiversystemsaveredeployedandoperated
into the 1990s.

NSA also continuedto modernizeand expandits ELINT
signals processingand analysis equipment “positions.” The
Agencylikewise upgradedositionsat selectedield facilities with
emphasi®n moretimely reportingof ELINT results.

NSA also developed and operated special-purpose telemetry
processng equipment, often computer-based, in the National
Teemery Processng Center (using the albreviation NTPQO).
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QRC-259 ELINT signal receiver developed in the 1970s

b

Different types of equipment setswere neededto processand

analyzedifferent forms of telemetry usedby various telemetry
transmissionequipment.One exampleis RISSMAN, a special-
purpose telemetry processng system used at NSA during the Cold

War.

RISSMAN, a special-purpose telemetry processor
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Cold War ELINT signals analysis equipment set operated
at NSA

Summary

Startingin 1958,andworking with otherUSandallied ELINT
organizations, NSA technical and management initiatives and
expertise have made significant intelligence gains for the United
Statesand its allies. These gains provided vital intelligernce
information for use by electronic warfare equipment designersand
operating personnel. They also provided critical information on
foreignmissilesandspacevehicleshatwereathreatto the United
States. NSA continues today in its role as the lead US organization
for ELINT matters.
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